99

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.32, NO.1, Feb. 2022 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2022.32.1.99

AolH2A §3 T B4 AT Feid 7
Ho} ek 24 A5} UE"

(ASN=] S X.”Z*

A
7l7c|_|—l_, =

[ =
LIRSt T (CHSHIA w)

Deep Learning-Based Automation Cyber Attack Convergence Trend Analysis
Mechanism for Deep Learning-Based Security Vulnerability Analysis*

Jinsu Kim," Namije Park®
12Jeju National University (Graduate student, Professor)

ok
ol

0]

kgl 7|EEe] SR §3Ee] A2 7le= HkE 1 gl Al 7]eAEldlA AlEe Wl ek A

- Aol FA o] wHEoix|a 9lvh. 53], thefalt FAEe] svE ggEoR Qe 710 Ml AAeR A
28]S BEshed ofelgo] WAsta 9lrt. o|e} & Alolw T A dlgsly] s W AR} A= 9} &)
b, FEEEA sk o ARE A AlA ED g AR AlFste] S fwd S ook wei] B
oM Held 7kl dde] g mEls o8l FAE st FHRH ARE FEsled MITRE
ATT&CK ZH el wha} #7224 FeafolA] 8345l Fkd ARE #Fste] ARo] wWAsta sl A}
oM $3 7]&e BAL HxIE wAUZS Ak}

ABSTRACT

In the current technological society, where various technologies are converged into one and being transformed into new
technologies, new cyber attacks are being made just as they keep pace with the changes in society. In particular, due to the
convergence of various attacks into one, it is difficult to protect the system with only the existing security system. A lot of
information is being generated to respond to such cyber attacks. However, recklessly generated vulnerability information can
induce confusion by providing unnecessary information to administrators. Therefore, this paper proposes a mechanism to
assist in the analysis of emerging cyberattack convergence technologies by providing differentiated vulnerability information
to managers by learning documents using deep leamning-based language learning models, extracting vulnerability information
and classifying them according to the MITRE ATT&CK framework.
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Fig. 1. Proposal Mechanism Conceptual Diagram
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Fig. 2. Establishing the relationship between SDOs in the proposal mechanism
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